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1. Introduction 

VLAN have been used for a long time in Ethernet networks to group several kinds of traffics and 
equipment throughout a common network infrastructure. 

Ethernet First Mile or G. SHDSL-Bis technology brings several MegaBit-per-Second bandwidth on existing 
copper cables which enables many new applications to share the same infrastructure with extremely 
low CAPEX / OPEX costs. But the nature of Ethernet and SHDSL may create concerns when a mission 
critical traffic has to pass through very different speed and latency network segments along with other 
high bandwidth demanding applications. 

It is most important to understand and control the characteristics, benefits and risks of VLAN’s in a 
mission critical network to design a well performing and easy to troubleshoot network. Such networks 
often carry various kinds of traffics for very different requirements such as 

 Control which may not be bandwidth demanding but could not tolerate network unavailability or 
oven bad latency, and is most concerned by security aspects, 

 Metering or other data collect process that has no strong real time and bandwidth requirement, 

 Video traffic that is enabled by the Ethernet First Mile technology , could use most of the available 
network resources and create issue on other traffics, 

 Management that is required to monitor and run the network, 

 Maintenance that should enable network access from any location in the network but should 
provide total security and resource allocation for continuing operations. 

This application note provides a review of VLAN and QOS principles and guidelines to design a network 
strategy for Mission Critical application with CopperWay-Bis Ethernet First Mile products. 

2. VLAN basis 

Ethernet itself is a Best Effort only protocol set which means absolutely no security and no Quality of 
Service function.  IEEE 802.1Q brings the base functions required to implement Layer 2 Quality Of 
Service and Security over Ethernet: priority and traffic isolation. 

A VLAN is a group of switches and ports that share Ethernet traffic. Products that do not belong to this 
group could not exchange traffic with those devices.  This traffic isolation brings two immediate 
advantages: first, broadcast domains are restricted to the VLAN group and do not interfere with other 
groups or other parts of the network. Secondly, VLAN’s create security barriers since traffics could not 
pass from a VLAN group to another. 

A VLAN is referenced by a TAG which is made of an identifier called a VLAN id, or VID. This VID number is 
in the range of 1 to 4,094.  
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VLAN adds 4 bytes in the Ethernet frames as follows: 
 

TPID: Tag Protocol Id 
TCI : Tag Control Information 

Priority CFI VID : VLAN id 

16 bits = 0x8100 3 bits 1 bit = 0 12 bits: 0 to 4095 

2.1. VLAN groups 

There are three modes of VLAN encapsulation, either based on ports, Layer 2 MAC addresses or Layer 3 
IP addresses.  

In port based VLAN, the VLAN group is made of a collection of Ethernet switches and ports as described 
in the below matrix 

 

Switches 
VLAN id #1 VLAN id #2 VLAN id #3 

Ports Ports Ports 

Switch #1 1 2, 3 6,7,8 

Switch #2 1 4, 6, 7, 10 5, 9, 11 

Switch #3 1 2, 5, 7 Etc… 

This is a typical method of VLAN assignment although it requires some Management effort whenever a, 
equipment moves from a switch port to another. 

In layer 2 MAC address mode, VLAN’s are made of groups of MAC addresses as illustrated below: 
 

Switches 
VLAN id #1 VLAN id #2 VLAN id #3 

MAC addr MAC addr MAC addr 

Switch #1 MAC-1 
MAC-2 
MAC-3 

MAC-6 
MAC-7 
MAC-8 

Switch #2 MAC-1 

MAC-4 
MAC-6 
MAC-7 
MAC-10 

MAC-5 
MAC-9 
MAC-11 

Switch #3 MAC-1 
MAC-2 
MAC-5 
MAC-7 

Etc… 

MAC mode makes it easier for equipment mobility, but switches have to provide MAC address table 
memory and a network manager has to closely check for proper MAC data base design and 
maintenance. 

In layer 3 VLAN mode, VLAN’s are made of groups of IP addresses as below: 
 

Switches 
VLAN id #1 VLAN id #2 VLAN id #3 

IP addr IP addr IP addr 

Switch #1 192.168.1.11 
192.168.1.101 
192.168.1.103 

192.168.1.106 
192.168.1.107 
192.168.1.108 

Switch #2 192.168.2.14 

192.168.2.104 
192.168.2.106 
192.168.2.107 
192.168.2.110 

192.168.2.105 
192.168.2.169 
192.168.2.111 

Switch #3 192.168.3.17 
192.168.3.102 
192.168.3.105 
192.168.3.107 

Etc… 
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2.2. VLAN identifiers 

VID may be set to any value between 1 and 4,094. VLAN identifier 1 should be considered through 
different views as it has been used by several protocols (VTP, etc.) and for Management purposes. VID 1 
may be avoided where security matters.  Also a VLAN and especially a Network Management VLAN shall 
be allowed only where it is required.   

VLAN enables very sophisticated network designs. But stringent management and documentation are 
required to keep it maintainable, reliable, safe and performing.  

2.3. VLAN Priority 

VLAN tag includes a 3 bits Priority information that enables traffic classification at the switch entry and 
priority queuing and scheduling before retransmission out of the switch. The higher Priority value the 
higher traffic priority.  

Priorities have been defined as follow: 
 

Priority level Class of traffic 

7 Network control, higher priority 

6 Voice, low jitter 

5 Video 

4 Controlled load 

3 Excellent effort 

2 Spare 

1 Background 

0 Best effort 

2.4. VLAN Ports 

Ports shall be defined as either Trunk or Access ports.  

Typically an Access port connects to a terminal and assigns a VLAN identifier to its ingress traffic. Egress 
traffic is untagged so the terminal equipment receives classical Ethernet frame. 

A Trunk port carries one or several 802.1Q VLAN frames to another switch. It may or may not allow un-
tagged frames to pass through its interface. 

3. Quality of Service basis 

Quality of Service in Ethernet switch defines how received packet buffers are serviced when the 
transmission buffer is empty. In case no QoS rule is defined then a First In – First Out logics is used. 

QoS consists in qualifying packets when they get in and assigning each packet with a QoS Class. QoS 
class may be defined from the IP TOS or DSCP information, or from the VLAN priority tag discussed in 2.2 
above.  Packets are directed to different priority buffers according to their QoS class. 

Buffers are serviced with different priority rules – Weighted Fair Queuing or Strict Priority Mode - that 
must be selected to best satisfy the most stringent application requirement: 

 Weighted Fair Queuing: packets are transmitted on a rate that depends on the priority level in a 8 / 
4 / 2 / 1 scheme.  

 Strict Priority Queuing: higher priority queue is transmitted first until it is empty before the lower 
priority buffer is serviced.  
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Finally, Priority Queuing impacts the latency throughout the network equipment since higher priority 
packets are transmitted faster than lower priority ones.  This does not prevent other concerns that may 
occur during Congestion situations. 

3.1. Congestion 

Congestion occurs when ingress traffic is larger than the egress transmission bandwidth and all packet 
buffers get allocated leaving no free buffer memory. In this case, some packets are dropped with 
difficult to anticipate rules that take into account: 

 Priority class: packets are dropped in the reverse proportion of their priority class 

 Flow control: packets from flow controlled interfaces are less dropped than those from not 
controlled interfaces 

3.2. Flow Control 

Ethernet flow control is based on specific Ethernet frames that require the peer equipment to stop its 
transmission for a moment so packet buffers are released back to an uncongested situation. Such 
messages are called Pause frames.  

An interface that is set for Flow Control is called a Controlled interface. A controlled interface inherits 
higher privileges than a uncontrolled one. When congestion occurs then packets are dropped rather 
from uncontrolled interfaces than from controlled interfaces. 

3.3. Rate Limiting 

Finally any packet may be dropped in case of severe congestion whatever its priority and it is good 
practice to consider resource allocation to avoid such situation. 

Rate limiting prevents traffic from an interface to use all resources – transmission bandwidth and packet 
memory.  

Rate limiting settings may be quite complex to accommodate so many different traffic classes 
(broadcast, voice, video, etc.). A simple parameter makes it simple but creates an approximate value of 
the actual limit. Some test may be required to check the limit according to the traffic nature over 
particular networks. 

4. A typical Mission Critical Network design 

Once upon a time, my control network was based on a four wires copper lines and Master – Slave multi-
drop modems that connected RTU’s to a Primary center.   

Now, the Ethernet First Mile technology enables several applications to share this existing copper 
network: 

 My RTU that have high priority for my process control 

 A metering application that is critical but could tolerate some errors and retransmissions 

 A video-surveillance application for security concerns 

 A network access to help engineers during maintenance operations 

Each traffic class is isolated into VLAN’s with specific priority class. The Video and maintenance port are 
set for no Flow-Control and rate limiting to prevent uncontrolled congestion. 
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4.1. Network diagram 

 

 

 

 

 

 

 

 

 

 

 

4.2. Traffic classification 

Traffic classification is described in the following matrix  
 

Traffic LAN port VLAN Priority Priority Queue Flow Control Rate Limit 

RTU + Maintenance 1 + CPU V-101 7 3 Yes None 

Metering 2 V-102 5 2 No None 

Video-surveillance 3 V-103 2 0 No 1 Mbps 

Traffic is made of standard untagged Ethernet frames out of the RTU / metering / video / maintenance 
equipment. VLAN Tags are added to traffics as frames enter the equipment. Tags are removed when 
frames get out of the Center switch only providing end-to-end traffic isolation. 

4.3. RS232 Asynchronous Port 

The RS232 port may be used to connect to a RTU with serial interface. The serial data are processed by 
the communication processor and set into IP frames. Then both product management and serial data 
frames are encapsulated into the same VLAN. The CoperWay-Bis product enables differentiated Priority 
tags for the RS232 port and Management Traffics. 

4.4. CopperWay-Bis configuration 

a) Set the Ethernet interfaces for Flow Control and disable LAN-4 port that is not used 
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b) Enable 802.1Q VLAN, Assign ports with VLAN  ID and define what ports are enabled to join VLAN’s 

 

 

 

 

 

 

 

 

 

 

 

 

 

c) Select the QoS scheduling mode, assign Port Priorities and set DSL ports to 802.1Q priority mode 
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d) Assign VLAN priorities to Priority Transmit Queues and set the rate limit to port 3 

 

 

 

 

 

 

 

 

 

 

 

e) Assign VLAN priority to the RS232 async port if different priority than Management is required  
CPU Port priority in (c) above paragraph should then be set to a lower value (4 for example) 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.5. Testing VLAN  

Traffic isolation may be tested in sending PING packets to remote devices: a response should be 
received from devices that belong to the same VLAN and other VLAN devices should not be reachable. 
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5. Conclusions 

This note described some background information on VLAN and QoS principles and how to consider 
these Ethernet mechanisms in a mission critical network based on Ethernet First Mile transmission 
technology. 

CXR Ethernet First Mile products provide a complete set of features to leverage on existing copper 
cables and deliver Mega-Bit Per Second connectivity for adding valuable services over exiting Control 
and Metering applications. 

CopperWay-Bis range of products brings such value added Ethernet technology in the most stringent 
and availability demanding applications where it delivers all required communication interface in one 
compact and easy to integrate product. Equipment are ruggedized and qualified for extended 
temperature range and high EMI.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This note was interesting to you hopefully. If you have any question, please feel free to get in contact 
with our Application Engineers at support@cxr.fr 
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