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1 Photo de la face avant du 8 ports FXS : SN4141E/81S8V/DC-CXR

; Networks

3 Release

OFCODO>show version
Software Version: 3.16.2-19122
Hardware Version: 1
Hardware Revision: 2

OFCODO>

OFCODO>show system image
Software Image #1

Image State: active, next
Build Version: 3.16.2-19122
Build Date: 2019/11/14
Build Number: 19122

Build Type: Release

Software Image #2

Image State: inactive
Build Version: 3.15.2-19042
Build Date: 2019/03/22
Build Number: 19042
Build Type: Release
OFCODO>
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System Firmware Upgrade
Management Configuration Files
Network Wizard Files
Routing Logs
Telephony Time / NTP
Sip Syslog Configuration State Running State Inactive
Release Build 3162-19122 Release Build 3.15.2-19042

FXS System Description Buld Date 20191114 Build Date 201903722
FX0 Clock Configuration SelackEor Nest Bool | Unarade
VPN Network Diag. Commands — Upgrade Status
# Wizard Reboot
~) Save Config
“) Reboot
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4 Login / Password

Default : ip:192.168.200.10/24
Login : admin
password: <Enter>

&P 10.6.04 - PUTTY )
Login

User Name: \ | l

Password:

@ End User License Agreement (EULA)

5 IP Address
5.1 Default: DHCP

System
Management VLANs 1P Interfaces - Contaxt ROUTER C o
Network PPPoE Sessions i
— Binding
Routing IP Interfaces Linked To Ethernet 0/0
Telephony DHCP Server Profiles -
- Profiles
SiP DNS Client/Server I .
y i
ARP
= Addresses
PPP Profiles SLAAC adaresses that use Stateless DHCPE are dencted 'SLASCH in the type calumn
PPP Sessions Address Name State Type IP Address
DHCP up DHCP 10.6.0.4/16
WAN_STATIC up Static 192 168.200.10/24

= Advanced

Leave this fable empty to add DHCP received default route to all routing tables.

Add specific routing tables fo this table lo spply the DHCP defsult-route to the selected routing fables

Routing Table

d =

ROUTER v
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5.2 Configuration
Adresse ip par défaut du VOIP-4141: 192.168.200.10/24
= IP Interfaces

IP Interfaces - Context ROUTER

— Binding

Ethernet 0/0

Linked To

— Profiles

RIP

— Addresses

SLAAC addresses that use Stateless DHCP6 are denoted 'SLAAC+' in the type column.

Address Name State IP Address

Type

DHCP uP DHCP 10.6.0.4/16

WAN_STATIC Static 192.168.200.10/24

Edit IP Address

— Advanced

J Name DHCP
Leave this table empty to add DHCP received

Address Type | DHCR| -
Add specific routing tables to this table to apply; Accept Hostname Static

Routing Table Accept DNS Servers DHCP
) | Accept Default Route DHCP6
a Metric IPCP [0..255]
IPsec
OK Cancel
’ L2TP
SLAAC

SR AUTO IPv6

ROUTER v

VRRP
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1P Interfaces
System » | EthemetPort IP Interfaces - Context ROUTER
Management ) VLANSs
Natwork ) PPPOE Sessions. ~Eiding
Routing 3 Minterfoces Linked To Ethernet 0/0 v
Telephony )y DHCP Server Profiles —
y DNS Client/Server Hip . . i
y | ARP
y | PPP Profiles =
VPN > PPP Sessions SLAAC addresses that use Stateless DHCP®6 are denoted 'SLAAC+' in the type column.
# Wizard Address Name State Type IP Address
Save Config DHCP up DHCP 106.0 4116
Reboot LINK-LOCAL up System feB0.2a0 ba
WAN_STATIC up Static 192 168.200.10/24
+ rd

Edit IP Address
Leave this table empty to add DHCP received

DHCP
Add specific routing tables to this table to appi|  Name
Routing Table Address Type
Accept Hostname Static
+ AcceptDNS Servers | DHCP
Accept Default Route DHCP& Name DHCP
IrEae IP Address / Maskbits
L2TP
+ -
SLAAC Cancel
ROUTER -
AUTO IPvE
- Advanced ———— VRRP

5.3 SIP — Authentication

Authentication Service

Authentication Service

System Global SIP Settings

AS
Management SIP Gateways

User Name Password

Network Transport Interfaces

Routing SIP Interfaces

Telephony VolP Profiles

Edit User

siP Authentication Services

Location Services User Name

ldentities Password

N Nt N B N N N N N

Identity Groups oK Ganesl

Survivability

Add: 4455 / SIP-4455

Configuration Files

context cs SWITCH
no shutdown
shipping-config
authentication-service AS
CXR 4141E.xt username 4444 password xhqtKKyHUAY= encrypted
= username 4455 password 87onHRIKyqyGllaQtNSaEA== encrypted
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11F66A (as) [AS] #username
4455 Existing user-name
4444 Existing user-name
<username> Authentication username
11F66A (as) [AS] #username 4466
<cr> Press ENTER to execute the command
password Sets authentication password (Default: no
password)
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5.4 SIP Gateway

SIP Gateways C @68
— Gateway State
~" Enable i
-
TLS Profile DEFAULT - »
Accept NOTIFY chack-sync 1
~" Enable "Service Unavailable’ response for untrusted hasts i
Enable TCP connection reuse i
Enable security agreeement mediasec i
Quality of protection None . i
Traffic class local-default v

Craate traflic class

— babyTEL

Proprietary baby TEL encryption 1
lmanspont Inerfaces
ifsip
+
Bound Location Service Registration Qutbound
LS Enable
A'
— Fallower
Up-Server interval 10 ~ seconds [6.] i
Down-Server interval 10 + seconds [6.] i
Success count 5 = 113 z
Failure count 5 = It i
+" DNS Supervision B0 ~ seconds [10.] i
Obseved Domains
+
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Transport Interfaces - Context GWSIP C @0

—Binding
None
¢ |IP Interface LAN v >
IP Address LAN »

— Transport Protocol

v/ Enable UDP/TCP
Port UDP/TCP 5060 < [1..65535] i
Enable TLS
Port TLS 5061 < [1..65535] 1

— Public NAT Address Spoofing

All 3 items may either be configured separately or together. The explicit via-header and contact-header spoofing
configuration has prcedence over the nat-address spoofing configuration.

Enable public NAT address spoofing used in SIP requests 1

Enable public via-header spoofing used in SIP/SDP requests

Enable public contact-header spoofing used in SIP/SDP requests

CXR Anderson Jacobson — 17 Rue de I'Ornette - 28410 Abondant — France
/ T +33(0) 237 62 88 04 - @mail support@cxr.com 9|Page
ANDERSO WWW.CXr.com

JAcosso



AN_001_VolP-4141 Smart solutions for
phechsan Management smart networks

5.5 Location Service

Location Services

LS Basic Settings

= Domains

=7 Match any domain i
Host Port
prd cnam apixit fr 0
55.230.5.129 ]

Location Services

LS

Group Phone Context

4444 DEFAULT

Location Services

LS

Name Group Display Phone Context

Identity Groups DEFAULT none

+

5.6 Telephony / Routing Tables — Context SWITCH

System Global Telephony Settings Routing Tables - Context SWITCH

Management Call Routers RT_TO_FXS
Network Routing Tables RT_TO_SIP Match called-e164 Call Destination Type Call Destination Name Function Name

Routing Mapping Tables dest-interface IF_FXS_00

Complex Functions

Services

Routing Tables - Context SWITCH

RT_TO_FXS
RT 10 SIP Match called 2164 Call Destination Type Call Destination Name Function Name

T dest-interface IF_SIP

+ - 2
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6 Backup / Wizard

System y
Configuration
Management )
Configuration Wizard (Version 1.7}
Network b Choose a wizard from the list below.
Routing ¥ ““rovisioning Setup
HTTPS Provisioning: Authentication Credential Settings
Telephony ? Initial provisioning credentials for provisioning server authentication. The o iCead .
sip 3 device is reset to the factory default seftings. No action is taken when e
ication to provisioning server is not possibl
User Name
FXS y
Add new Wizard... Password:
FX0 } Select a local wizard file and upload to device e
Retype
VPN ¥ Password:
# Wizard Realm i
Save Config
) Reboot Back Preview Apply & Reboot

Wizard Files

<?xml version="1.8"
<config-generator
xmlnsixsi="http://vww.w3.org/2001/XML5chema-instance™
x51:noNamespaceSchemalocation="http://patton.com/wizard/schema/1.7/wizard-
schema.xsd"
version="1.7"»

<!-- Description of the Graphical User Interface (GUI). This is where you

arrange the input elements the user is sees to configure

T_consists of one or more pages, each of which

sndTxx-wiz-prov-auth.xml encoding="UTF-8"2>

=
Initial provisioning credentials for provisioning SETVET SUCTENTY oTTrrrmm—"
The device is reset to the factory default settings.

Ma_artinn ic t+aban whan camminicatinn $a ncsvicianing carvar ic not

Backup Download
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hohoucatcs
Wizard Files

<?xml version="1.8" encoding="UTF-8"2>
<config-generator
¥mlns:xsi="http://www.w3.org/2081/XMLSchema-instance™
xsiinoNamespaceSchemalocation="http://patton.com/wizard/schema/1.7/wizard-
schema.xsd"
version="1.7"»
<!-- Description of the Graphical User Interface (GUI}. This is where you
arrange the input elements the user is sees to configure
the device. A GUI consists of one or more pages, each of which
contains a set of input elements.

snd1xx-wiz-prov-auth.xml

A 'text' element provides a text field input.

An 'option' element shows a set of option circles defined by the nested
‘item' element.

A 'select' element shows a drop-down list defined by the nested "item’'
element.

Each element must contain a "name' attribute. The 'name' may be used in
other elements
io control visual behavior, or as substitutions in the config file later.

<description»
Initial provisioning credentials for provisioning server authentication.
The device is reset to the factory default settings.

Mo actinn ic #akan when commmication £n neouicionies canuan fc

Backup Download

| Download the selecied Wizard File |

This XML file does not appear to have any style information associated with it. The document tree is shown below.

—<config-generator xsi:noNamespaceSchemalocation="http://patton.com/wizard/schema/1.7/wizard-schema.xsd” version="1.7">
~igd=
Description of the Graphical User Interface (GUI). This is where you
arrange the input elements the user is sees to configure
the device. A GUI consists of one or more pages, each of which
contains a set of input elements.

A 'text’ element provides o text field input.
An ‘option’ element shows a set of option circles defined by the nested ‘item’ element.
A 'select' element shows a drop-down List defined by the nested 'item' element.

Each element must contein a ‘name’' attribute. The ‘name’ may be used in other elements
to control visual behavior, or as substitutions in the config file Later.

--x
—<guix
<!-- Information displayed in the template selector-->
—<title>
HTTPS Provisioning: Authentication Credential Settings
</title>
—<description>
Initial provisioning credentials for provisioning server authentication. The device is reset to the factory default settings. No action is taken when communication to provi:
</description>
= 1 s
The reboot is after the provisioning config, not just efter executing the wizard
—-¥
<reboot>false</reboot>
<!I-- ApplyButteon text --3
<action-label>Apply & Reboot</action-label>
<action-tip>Apply the configuration and reboot the device</action-tip>
<{-- This GUI has @ single page only -->
—<page>
<!-- Page information --»>
<title»Provisioning Setup</titler
—<group label="Credentials">
<text name="provUsername” label="User Hame" required="true"/>
<password name="provPassword” label="Password” required="trus"/>
<text name="provRealm” label="Realm tlz OPTIONAL: Define realm of the authentication domain. If not specified, these credentials are used for any realm."/>
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| [._:{ \\neptune\Produits\Notice\Negoce\Patton\SmartNode\SN4 14 1\Backup_Wizard\sn4 1xx-wiz-prov-auth_DEFAULT.xml - Notepad++ — (] X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? + ¥ X
cHHG I LB sHiRdc/ayg 2z JFREIZ1-EFDEDE JICRORDETY -
[ sn41xx-wiz-prov-auth_DEFAULTxmI E3 I
product name as wildcard, e.g SN49. If two configs match for a given prod
SN49 and SN4970, the one that matches better (SN4970) is used. The same '
attributes may be used in the 'var' elements above
60 H <config cli-version="4.0" product="SN41l" file="startup-config">
61 : snmp shutdown
6 | actions
" |
¢ | rule PROV_STARTUP
‘ condition ip address:WAN.DHCP LINKUP initial
¢ condition system ntp TIME INITIALIZED
6 ‘ action 1 "provisioning execute PF_PROVISIONING CONFIG"
7 | profile aaa DEFAULT
method 1 local rule required
| method 2 none rule required
s ‘
74 ‘ console
|  use profile aaa DEFAULT
y |
\ telnet-server
7 | use profile aaa DEFAULT
| no shutdown
1 | ssh-server
| use profile aaa DEFAULT
| no shutdown
eXtensible Markup L length: 7,580 lines: 186 Ln:113 Col:21 Pos:5302 Windows (CRLF)  UTF-8 INS
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6.1 Add Backup file (Example)

Configuration Files

Configuration Files

startup-config

Patton Electronics Company

SN4141E/2ETH2352704V v1.2 (SmartNode 4141E VoIP Gateway)
S/N: @0AGBA11F66A

Release: 3.21.2-23021 2023/02/15

Generated configuration file

shipping-config

#HoHHH NN RS
LR

cli version 4.00

Add Configuration File

File Browse... 5_CONFIG"

— Save as
(+) startup-config
New Config
Existing Config

startup-config (selected file
P 9 ( ) Backup Restore Download

Cancel

Configuration Files

startup-config

shipping-config S
# SN4141E/2ETH2I52I04V v1.2 (Smarthode 4141E VoIP Gateway)
CXR 4141E.txt # S5/N: BRARBALIFG6A
— # Release: 3.21.2-23021 2023/92/15
# Generated configuration file
#

Backup Restore Download

Restore Configuration File

Are you sure you want to overwnite the startup-config with this config?

CXR_4141E.txt

Source File

OK Cancel
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